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ABSTRACT

This research has developed a deep learning system for blurring images of
inappropriate behavior. Blurring inappropriate images can be challenging for employees, as
these pictures and clips are often widely published. Therefore, this paper presents a
system that consists of three steps: training deep learning, detecting inappropriate behavior,
and blurring the detected regions. The first step involves training the deep leaming system
using the Mask R-CNN model. In the second step, inappropriate behavior is detected using
Mask R-CNN. Finally, in the last step, the detected regions are blurred using a Gaussian
filter. The results of the evaluation showed that the system's performance in blurring
images was assessed using metrics such as Accuracy, Precision, Recall, and F1 score,
calculated from the Confusion Matrix. The metrics for the blurred images were found to be
0.72, 0.8, 0.86, and 0.83, respectively. For videos, the metrics were 0.88, 0.93, 0.92, and
0.93, respectively.
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Mask R-CNN uag Transfer Learning [13] sienndunisussgndlfinadianisieusidedndmiunis

112



Research Article
Journal of Advanced Development in Engineering and Science
Vol. 14 ® No. 39 « January - April 2024

Llsavouluuiuasisalvsivasinn (2021) [14) sddelifumsussgndldssuunsZeuduuuids
anlumssuunlsavevluuisuaglsalnivosiinionyldaunsanisdesulsaisaedldogeiu
vhaft vnannsnlieneiniesuundnunsvedseiandldos unniuazgnioaiug Tnenuide
Hl#l#lanna YoLOV3 wansmaaesnnsiilUldnunuiendfoiivssansamganimaiildan
ATeRuI ATesonIn1smUAuLaITesHEELIESE M UNSATIdeUYARRIETEUUANS
Feuduuuiedn [15] Wunsianszuuismuyarauuusnluiflnelfiamosnosme slumsilud
fhyarafiiedouiniuniindesiuuauuazaddeaeiing [16] suAtedilunsmassndiouiiioy
sruuMssuiuuudedn 4 lueafte Lenet-5 VGG16 RestNet-50 uaslumaihinaueluauideid
dwsuihduunlsavesuzumnanamaegluuzun anmsveasmuiilumaiiinaueiiiiaig
gndoausiuglaisnaannluna ResNet-50 uaAdslaifidngenin 2 luinaiiude annuddeiina iy
wnfunmsvsssndldssuunmsGeuiuundedn famAtefitiaudluenansifldinonling Mask k-
CNN snUsegndldlunuidedmsuunsuesuideiayldnanludusely

dmduisnnsiitnaueluniddeidldinnsiiossuunmaieuiuvudadnunlddmiuns
nsI@eUNgAnIsUns ovimaiilimnzauvesyananiglunm TasnsinasuszuuliiSouinm
wqmﬂiiuﬂummvaﬂm&ﬂéﬁuma Mask R-CNN LuamaﬁlaaﬂmLLaaﬂﬁ]”mmiLuaamW‘UiLam‘waﬂ
Mask siaefanspauuuimdiden \lesannamdignasieasunudielunaszuunsiiouiuudedn
Taevhly U3miign Detect manmma‘umaama&mmumm%muLmummmaqmwﬂﬂmmmmm
fumsuansmginssuilivangausudiluge fdudeinausenmiafauinuesnsivasi
fruelvganniiuly pnfinanariuandaldineluna Mask R-CNN wlfinssluaatidonsiany
mu‘vﬂ,ummuaumﬂumwmmwmﬁwmnm‘uaa‘vﬂummuaumuwuwﬂiwﬂgsuu%amaiumw
dunavaenmldiFenldmnsesuuumdidou osnmnsesdasisnunsideilunsesnm
wyilinmidnuasuasdsssfureaniaiuastueg furauulsUsudidmuslifuianges
Fetulunuideilfsldiiefinsesdulilunisivasusdiuresnmiideanisladdly dwmsy
seasBonesisnsiiagldndnidudausely

fangunsaifliluideiiusenoude gadoyanmillidwvemeinssuillivangansiuu
7,550 am TaAningnvosanunislunuiunuueunionNgeesnnAIsiAegsEing 800 fa
1024 finiwa Fadunnd RGB wazn i Jsuvadunimnisguyyd 1480 A amasguyva
i1 980 A Amnsauiaywy 800 A armnsiiety 1350 A Amn1shedia 1455 A LAz
mMtawnIesiuLeanased 1485 a1 fiunvesnmlduiainn1sduduain Search Engine Taeidon
ez miieglutorivundyanouanadiefiinessoud (Creative Commons License) Ingay
ﬁmumdaumaqwaaﬂiiuﬁlﬂmm:ammﬂum‘wLLazﬁmumﬂma“lﬁﬁusqm%a;gamwﬁwm RPVRR
Suled www.makesense.ai Tneluszuviesfifiosnanaiien Ao naravomginssuitldimunya
(Inappropriate Class) uinglunanaldldnmitszneuluse nsguynd nsguynslnih nisie
91750u nsfiefia MIguiyy uazmsiieliesiuueanesed deazgnimueuIuAinisUsIng
yownAnssumeluam mnduazgninluldlunsinaoussuumadouiuundedn Mask R-CNN
wagldlmnsesuuinidideulunsivasdinvemginssuildvmzay

113



Research Article
Journal of Advanced Development in Engineering and Science
Vol. 14 ® No. 39 « January - April 2024

dwisugeriwsaldlumsiaussuuilidurenduasiuu Open Source oA Python version 3,

NumPy, OpenCV, TensorflowPyTorch, Pillow, Scikit-image Uag Keras
FANdUNITINY

WBrsfiiauelunuideivsznaudae 3 dau fie dwdl 1 MefinaeusruumaiFeuluuuds
&n dwdl 2 mInseaoungAnssuilivanzaunelunwuagialose Mask R-CNN wazesAnImg
AldannsfinaeuszuunisiFeuiuuudedn uavdiudl 3 nsiuasdiuveangnssudlumungay
nelunnAdviasarInlemefinsswuundidey

1. NMSANADUITFUUNISISBUUUULTGEN

nsiinasungudeya azisufenisnisuyadeyanmifidiuvesudnumnginssudls
WAz I%é?mm'%amm’fammwﬁgwm 7,550 N1WaggnuUd MU Training 80 wWasidud uay
d1m3U Validation 20 LUesidud Luaammammamauwiaa Iumumau@aiﬂmmﬁumamwlm
Soudeuly Sulvastuluuwmivles www.makesens.ai tovhnstmuadiuvesunmuwgAinssui
Limnzaunelunm wagszymnoiavngalyifunnnmifieatslid annotations Fafulnd json
ndsntuaginisideyaillédnndenliuazlng annotations u1§Ulnaniu Google Drive
ileiagldlnaenlu Google Colab B9azlduarnds Mask R-CNN Tunsilnaou Tnesidudosinge
wiesilefldlunsiinaeu fil TensorFlow, h5pywag matplotlib 1113 import Mask R-CNN wiie
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dethlldfusrulumsanageunginssuitlimngadlunmuasimlesoly dmsutumeuisnis
Anaeuszuunsseuiuuudanlauansly Figure 1

114



Research Article

Journal of Advanced Development in Engineering and Science

Vol. 14 ® No. 39 « January - April 2024

Prepare images that include parts of

inappropriate behavior.

v

InstallTensorFlow, h5py,matplotliband

Mask R-CNN
v
/ Upload towww.makesens.ai / Run config and model from
Mask R-CNN
Identify areas of inappropriate behavior. v
ithin the i d assi bers t
within the images an- assigh roup numbers to Then training the system will result in a
m;ages weight file which is a h5 file.
/ Create annotations file which is a Json / v
v End

Bring the information provided to
upload inGoogleColab.

Figure 1 Training deep learning systems

2. M3nTvdeungAnssuilivanzaunelunmuayinlesnis Mask R-CNN wazesAnIuin
IhannstinaeuszuunsSeuswUUEEn
Tugusouilazilva weight Aldanduaeuil 1 wvinsaTIvaaungAnssulimanzay

aelunw fsuanslu Fisure 2 () WneldlumanisiSeudidednuuu Mask R-CNN diensavaeuldnee
insimuausnaiulidudiuues

(a)

(b)

Figure 2 Original image (a) Image that marks the location of inappropriate areas (b)
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asnaeungAnTsulivnzaulunwiagiflose Mask R-CNN Lansd Figure 3

/ Get images or videos andweight. /

v

The images were examined with trained

weights.

v
Set the detected part to be 1 and the

undetected part has a value of 0.

v

The position of the detectable area can
be applied to the blur in the next step.

End

Figure 3 Detecting unsuitable behavior step in digital images and video by Mask R-CNN
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x feszerieanyaiuinluinuuey
y feszgeienngaiudaluinusa
o Aeandsavunnsgu lnedsnndesuuinsgiuinniazivasinn Ineuansds Figure 4

(b)
Figure 4 (a) Gaussian filterwith 0 = 1 and (b) 0 = 99

& ° o sal ° v v o & a a -
zﬂ']ﬂuu‘\]guqNaaWﬁ‘WlmU‘Vﬂﬂ'ﬁ‘ﬁau‘WUﬂ'Uﬂ'TWVﬁ@'JaIaLﬂllm']llﬁllﬂ"ﬁ'ﬂ 3

() (d)

Figure 5 (a) Filtered image (b) Unfiltered image (c) opacity value imageand (d) Image

overlay results
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over Union(loU) kaiw Confusion Matrix dtglunmsinussdvgnnvedluieg

1. Intersection Over Union (loU)

loU WumsiauszavsnmussszuumsBeuiuuuidsdniifonlusunsnsiaduing (Object
Detection) Ingilunmsmdnsarudeuriufiugesnin Ground truth %nLﬂummﬁuﬁmaﬁayjaﬁLﬂu
331 waznmmamsasvaeuislumanisGeuiuuuidedn denlunadndueinslilinansisasy
TneAuadlens Figure 6
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Ground truth box

Area of Overlap
IoU= =
Area of Union

Figure 6 loU Calculation

Ten1sAIA loU Talgn m Ground truth 30 AMWLAEANHANNTHSIFBUMETUAANTS
Sruduuudnuihnsmansidiunsdeuriuiukansds Figure 7 Tnenseudindesds Ground
truth wagnsaudduAedILlImansI9aaUld LazwaniAn loU YaaurAaznIngs Table 1

Figure 7 sample image of loU
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Table 1 Result of calculating the loU

Image loU
Test(1) 0.74
Test(2) 0.86
Test(3) 0.80
Test(4) 0.72
Test(5) 0.88
Test(6) 0.61
Test(7) 0.89
Test(8) 0.34
Test(9) 0.71

Test(10) 0.82
Test(11) 0.89
Test(12) 0.43
Test(13) 0.79
Test(14) 0.43
Test(15) 0.35
Test(16) 0

Test(17) 0.87
Test(18) 0.76
Test(19) 0.480
Test(20) 0.62
Test(21) 0.75
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Table 1 Result of calculating the loU (continue)

Image loU
Test(22) 0.68
Test(23) 0.58
Test(24) 0.34
Test(25) 0.87
Test(26) 0.68
Test(27) 0.64
Test(28) 0.70
Test(29) 0.30
Test(30) 0.88

971 Tablel 1167 loU ildunduans Average loU iy 0.65

2. Confusion Matrix

Confusion Matrix AamsnsiliiannuaunsavesszuunsiFeuduvudadniiunstinaou
Tneeniildananssiaeiivionun 4 6 fio

True Positive (TP) AaAfldussuarsruuviueindnwnginssudilimangay

True Negative (TN) Aoailisauagszuuvinneilifinmwafnssudilivnzan

False Positive (FP) Aaeniiliiasausdszuuviuneindnwmgnssudilavaneay

False Negative (FN) foiiluatausiszuuviiuneiilidnmwmgAnssuilavanea
TagAntia 4 ‘ﬁ%ﬁmﬂ%ﬁwmmmﬁﬁmﬂixﬁwﬁmwmaqizwmiL%'ﬂuifLL‘UUL%ﬁﬂ 4 A7fe Accuracy,
Precision, Recall waz F1 Score el Accuracy WHuauusiugvesszuu faldanaunisi 4

P - TP + TN o
CCUraey = TP F TN + FP + EN

#15U Precision WU InAMULEINSIVRI5EUU AuleaInaun1sh 5

TP (5)

p , . __
recision TP + FP
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dm3u Recall \umsinanugnseswesssuu Analainaunisi 6

TP

e — (6)
Recall TP T EN

o w | a a ° o a
AYEINIU F1 Score L‘lJum‘V]LLam‘UﬁzﬁWﬁﬂ’]W“UmizUU ﬂ’]u%ul@]mﬂﬁllﬂ’ﬁw 7

Precision * Recall

Fl=2+ Precision + Recall

TagazthindinwanilumuaiteUssilivdsyavinmessszuuluiuneusoly
2.1 wan1sveaeINIsiUaen NG Anssulivnzatd U mATYR
fmﬂmiwmaa‘umﬁLuaamwwqaﬂﬁuﬁlﬂmmzauﬁm%’umwﬁ%ﬁaﬁgﬂwm 504 nw wuadu
ANNGANITUNALLEANDEDE 103 AW AWNNTAEEA 50 A mwmaquqﬁlﬂﬁw 34 AW AN
maquw%‘l 105 A1 AMN15898135UY 102 MW AIMANTAUAYYT 50 1N waznndilaidng@ngsu
ﬁiﬂimmzau 60 AN Iﬁlﬁlwaméfmﬂ Confusion Matrix flaugndlu Figure 8

Actual Values

Positive Negative
(%]
g Positive 450 59
©
>
o
g
9
9
& Negative 43 17

Figure 8 The Confusion Matrix of blurring inappropriate behavior in digital images

9170 Figure 8 Wafiansau1 Confusion Matrix aglaAues TP winfiu 450 A1wes TN 11U
17 A998 FP 1I1AU 59 wagA1uad FN W1AU 43 91n1HUiInN15AIWIURIAT Accuracy, Precision,
Recall waz F1 Score lnguansd Table 2
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Table 2 Experimental results of inappropriate blurring behavior for digital images

Accuracy Precision Recall F1 Score

0.82 0.88 091 0.90

Lﬁav‘hmii’mﬂssﬁw%mwmmix‘uumu%‘su@wm%ﬁmwudwﬁm Accuracy 111U 0.82
Precision Wiy 0.88Recall Wiy 0.91 wag F1 Score 0.9 Gatks 4 ArfiaiAu 0.8 uandliifiuin
sruunadeudiuuideinesmiadeiieuusiuglunisvunegs

fegranmussHanIIaaInIsuaengAnssuiliininzaudmiunmadvaiamisa
AsIvABULaLTSUARdvBmgAns Ul zaunedmunmldgndesdedia TP Aernd
DuadauarssuurhmehiinmngAnssuildivaneauiansds Figure 9 - 14

Figure 9 (a) Original image (b) Correctly blurred inappropriate image

Figure 10 (a) Original image (b) Correctly blurred inappropriate image
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(a) (b)

Figure 11 (a) Original image (b) Correctly blurred inappropriate image

Figure 13 (a) Original image (b) Correctly blurred inappropriate image
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(a) (b)
Figure 14 (a) Original image (b) Correctly blurred inappropriate image

MDLNAMNVBINANTINADINTLUABN NN ANSSUN LN gaNd s uUn AR 19deU
wagyinisiuaedinvasginssuildmunzaulalignees Falle FP Aseniildasausdssuuyinuedngd
AwngAnssunldlvmnzauuansns Figure 15 -17

Figure 16 (a) Original image (b) Incorrectly blurs the inappropriate image
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Figure 17 (a) Original image (b) Incorrectly blurs the inappropriate image

2.2 wansvAaeINIsiUABA Mg AnssuTldivaneaudmsuiaTe

MNMIIMAdEUNISUaBN NN RnssuTldinang audmiuintestaaa 100 3ile (13,286
wsunw) wiaduiflenginssunishuuoanesed 20 3dle (3,309 wisun1w) 3Alensiedin 13
3#ile (868 wisunm) IAlensguyndluii 20 3ile (3,034 sunm) Fdlensguyws 19 File
(2,803 wisunw) AAlentsiienystu 18 Jale (1,821 wsuniw) Falenisguige 10 Jale (1,451
wisunw) Tnewadiléann Confusion Matrix wamssis Figure 18

Actual Values

Positive Negative

§ Positive 12,260 865
©

>

o]

L

§ Negative 1,111 1,915
&

Figure 18 The Confusion Matrix of blurring inappropriate behavior in videos

Aad TP WAy 12,260 A1w89 TN WinAU 1,915 Aed FP AU 865 wagA1vad FN
WinAU 1,111 21UUYIAISAIUIMKIAT Accuracy, Precision, Recall wag F1 Score lnouaning

Table 3

Table 3 Experimental results of inappropriate blurring behavior for videos

Type Accuracy Precision Recall F1 Score

Inappropriate 0.88 0.93 0.92 0.93
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FIDENNANITNIAABINIIUABNGANT TN T aNd S UIRATOLAAIRA Figure 19 - 21

(a) Original image frame (b) Blurred image frame

() Original image frame (d) Blurred image frame

(e) Original image frame (f) Blurred image frame

(¢) Original image frame (h) Blurred image frame

(i) Original image frame (j) Blurred image frame

Figure 19 Example of the original image frame (Left) The result of blurring inappropriate
behavior (Right)
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(a) Original image frame

(c) Original image frame

(e) Original image frame

(¢) Original image frame

(i) Original image frame

behavior (Right)

(b) Blurred image frame

(d) Blurred image frame

(f) Blurred image frame

(h) Blurred image frame

(j) Blurred image frame

Figure 20 Example of the original image frame (Left) The result of blurring inappropriate
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(a) Original image frame

(c) Original image frame

(e) Original image frame

(¢) Original image frame

(i) Original image frame

behavior (Right)

(b) Blurred image frame

(d) Blurred image frame

(f) Blurred image frame

(h) Blurred image frame

(j) Blurred image frame

Figure 21 Example of the original image frame (Left) The result of blurring inappropriate
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