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Abstract 

The adoption of digital technologies in organizational processes varies according to strategic objectives, while simultaneously 

introducing potential risks and security vulnerabilities. Consequently, effective information and technology security management 

has become increasingly critical. In parallel, organizations that recognize the strategic value of digital technologies are more likely 

to invest appropriately in technological resources to enhance performance and sustain long-term organizational competitiveness. 

This study aims to (1) examine the effect of information security management on firm performance, (2) investigate the influence 

of digital intensity on firm performance, and (3) explore the impact of perceived digital usefulness on digital intensity. A structured 

questionnaire was employed as the primary data collection instrument. The sample comprised 768 firms listed on the Stock 

Exchange of Thailand, from which 191 valid responses were obtained, representing a response rate of 24.87%. The results indicate 

that information security management positively influences firm performance (p < .05), digital intensity has a significant positive 

effect on firm performance (p < .01), and perceived digital usefulness positively affects digital intensity (p < .05). These findings 

suggest that firms with well-established information security management systems are more likely to achieve superior performance 

outcomes. In addition, organizations that perceive digital technologies as beneficial tend to adopt a broader range of digital tools 

and integrate them more deeply into operational processes, thereby improving efficiency and strengthening overall firm performance. 

Collectively, the results highlight the strategic role of digital capability and security governance in driving organizational value 

creation. 

 

Keywords:  Information Security Management, Digital Intensity, Perceived Digital Usefulness, Firm Performance, Thai Listed 
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Introduction 

 

Recently in Thailand, national digital development initiatives and institutional frameworks promoting 

technology utilization have encouraged firms to integrate digital systems into core business processes in order to 

remain competitive in an increasingly technology-intensive environment (Digital Economy Promotion Agency, 

2022). These policy and market forces have led organizations—particularly medium- and large-scale 

enterprises—to invest extensively in digital technologies such as enterprise systems, cloud infrastructure, artificial 

intelligence, analytics platforms, and integrated digital services over the past five years. According to National 

Statistics, the magnitude and pace of this transformation. According to the Digital Economy Promotion Agency, 

Thailand’s digital industry has expanded markedly, with total industry value growth increasing from 

approximately 3.88% in 2023 to 23.35% in 2024 (Digital Economy Promotion Agency, 2 0 2 3 ) .  These 

figures indicate that digital transformation in Thailand is not incremental but structural, reflecting the rapid 

integration of digital technologies across software, digital services, and hardware sectors. Such expansion 
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demonstrates that digital capabilities are increasingly embedded within organizational operations and strategic 

decision-making, thereby amplifying both opportunities for value creation and exposure to cyber-related risks. 

Digital transformation has become a defining structural force reshaping organizational competitiveness, strategic 

management, and value creation in contemporary economies. Government-driven digital economy policies, 

together with rapidly evolving consumer behavior toward online platforms, mobile services, and data-driven 

interactions, have accelerated digital adoption across industries worldwide. For Thailand's economy, publicly 

listed firms generate substantial economic value and exert systemic influence on national markets; their digital 

transformation trajectories are of particular strategic importance. However, while digitalization creates 

opportunities for innovation, efficiency, and growth, it simultaneously exposes firms to new categories of risk, 

especially cybersecurity threats, operational disruptions, reputational damage, and data governance challenges. 

In response, firms implement structured information security management practices—such as access control 

policies, risk management procedures, data protection protocols, and continuous monitoring systems—to 

safeguard digital assets.  

As discussed above, firms respond to digital transformation by investing in advanced technologies and 

strengthening information security management practices. At the same time, organizations operate under the 

fundamental objective of enhancing economic value and achieving long-term sustainability. Within this strategic 

context, a critical research question emerges: to what extent do digital transformation investments, together with 

cybersecurity safeguards, contribute to measurable firm performance? Prior research has consistently highlighted 

the strategic significance of digital technologies, though findings vary across national contexts and methodological 

approaches. Goi et al. (2023), using survey data from firms in Eastern European markets, found that digital 

technology adoption enhances strategic management effectiveness by improving information transparency, 

decision speed, and coordination efficiency. Lee et al. (2021), employing multiple case studies across low- and 

high-technology industries in Malaysia, identified leadership support, technological readiness, and organizational 

competence as critical drivers of successful digital adoption, emphasizing that transformation outcomes depend 

heavily on organizational capabilities rather than technology alone. Similarly, Nwankpa and Datta (2017), 

drawing on combined survey and archival data from firms in developed economies, demonstrated that Digital 

Business Intensity positively influences perceived organizational performance when firms effectively balance 

exploratory and exploitative uses of information technology resources. Collectively, these studies confirm that 

digital technologies can enhance organizational outcomes, yet they also reveal important limitations in the existing 

literature. First, most prior studies examine digital adoption, technological capability, or strategic performance 

as separate constructs rather than as interrelated components of an integrated performance framework. Second, 

empirical evidence has been concentrated largely in developed or technologically advanced economies, leaving 

emerging market contexts comparatively underexplored. Third, although digital integration increases 

organizational exposure to cyber risks, relatively few studies incorporate governance mechanisms such as 

information security management into models explaining firm performance. Consequently, while existing 

scholarship recognizes that digital technologies influence organizational outcomes, there remains limited empirical 

understanding of how technological integration and structured security governance jointly shape economic value 

creation. This gap is particularly evident in the context of publicly listed companies in emerging economies such 

as Thailand. Firms listed on the Stock Exchange of Thailand generally exhibit higher levels of digital maturity, 

more advanced technological infrastructure, and stricter governance requirements than smaller enterprises. They 
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also face elevated cyber risk exposure due to their visibility, asset scale, and regulatory obligations. These 

characteristics make the listed firms an especially relevant empirical setting for examining whether digital 

intensity and information security management function as complementary strategic capabilities that enhance 

performance outcomes. 

To resolve the research question, drawing on the Resource-Based View (Barney, 1991), this study 

conceptualizes Information Security Management (ISM) as an intangible strategic capability that strengthens the 

value derived from digital investments. Rather than treating ISM as a purely compliance-oriented function, RBV 

suggests that well-developed security governance structures may constitute firm-specific resources that are 

valuable, rare, and difficult to imitate. At the same time, Digital Intensity is conceptualized through an 

integration-depth framework, capturing the extent to which digital technologies are embedded across 

organizational processes. By integrating RBV with insights from the Technology Acceptance Model (Davis, 

1989), this study further examines how perceived usefulness of digital technologies contributes to higher levels 

of digital intensity, thereby linking managerial cognition with firm-level strategic capability formation. 

Accordingly, the objectives of this research are twofold: first, to examine the influence of Information Security 

Management and Digital Intensity on firm performance among companies listed on the Stock Exchange of 

Thailand; and second, to investigate the relationship between perceived usefulness of digital technologies and 

digital intensity. Using survey data from listed firms analyzed through regression and ANOVA techniques, this 

study seeks to provide empirical evidence on the mechanisms through which digital capability and governance 

discipline contribute to organizational value creation. This research makes several contributions. Theoretically, it 

advances digital transformation scholarship by integrating ISM and Digital Intensity within a single performance 

model, addressing the absence of empirical studies that examine these constructs jointly. It also extends RBV by 

demonstrating that information security management can function as a strategic resource that enhances firm 

performance in digitally intensive environments. Furthermore, by linking perceived usefulness to digital 

integration, the study broadens technology adoption theory beyond individual-level behavioral intention to 

encompass organization-level capability development. From a managerial perspective, the findings suggest that 

digital investment alone is insufficient to generate sustainable performance gains; organizations must align 

technological integration with structured security governance and managerial recognition of digital value. By 

focusing on Thai listed companies, this study provides nuanced, context-specific evidence from an emerging 

market. These findings offer critical insights for policymakers and executives navigating digital transformation 

within rapidly evolving institutional frameworks. 

Information Security Management 

Information security management is critical for organizations that utilize digital technologies in their 

operations, as such firms accumulate substantial volumes of sensitive data, including customer information, 

intellectual property, and strategic assets that support operational capability and competitive advantage. 

Information security management refers to the systematic process of protecting vital information and related 

systems from internal and external threats. Its core objectives consist of three dimensions: (1) confidentiality, 

which ensures that data are accessible only to authorized users; (2) integrity, which safeguards information from 

unauthorized alteration or damage; and (3) availability, which guarantees that authorized users can access 

systems and retrieve data when required (Yee & Zolkipli, 2021). Implementing robust data security measures 

not only prevents potential damage arising from security breaches but also generates organizational benefits, 
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including regulatory compliance, enhanced reputation, stakeholder trust, minimized financial loss from data theft, 

reduced operational disruption, and lower system recovery costs. A widely recognized framework for managing 

information security is the Information Security Management System (ISMS), particularly the ISO/IEC 27001 

standard, which provides structured procedures for identifying, assessing, and mitigating risks associated with 

data security incidents (Nowicka et al., 2024). Effective implementation requires a comprehensive governance 

approach encompassing strategic policy formulation by top management, risk assessment frameworks, 

technological investment, employee training, and continuous monitoring of security practices. Prior empirical 

evidence indicates that top management support is a critical determinant of effective information security 

governance (Pigola et al., 2025). 

Digital Intensity 

The adoption of digital technologies varies across organizations in both scope and depth. Some firms integrate 

digital technologies across all operational units, whereas others deploy them selectively within specific 

departments. The level of digital adoption depends on organizational characteristics, strategic objectives, and 

technological readiness. Prior research has attempted to classify organizations according to their degree of digital 

intensity. Indicators commonly used include investment in digital hardware and software, procurement of 

information and communication technology (ICT) products and services, utilization of robotics, number of ICT 

specialists, and proportion of sales conducted through online channels. Based on such indicators, organizations 

have been categorized into four levels of digital intensity: low, medium-low, medium-high, and high (Calvino 

et al., 2018). Similarly, another study assessed digital intensity among European firms using indicators such as 

business internet usage, enterprise resource planning (ERP) adoption, online sales, Internet of Things (IoT) 

applications, social media utilization, customer relationship management (CRM) systems, cloud computing, and 

artificial intelligence implementation. Firms were classified into four categories: very low, low, high, and very 

high digital intensity (European Union, 2022). More broadly, digital intensity can be defined as the extent to 

which organizations invest in and utilize digital technologies—including analytics, big data, cloud platforms, 

social media, and mobile technologies—to enhance organizational capabilities and strengthen competitiveness 

(Nwankpa & Datta, 2017). 

Perceived Digital Usefulness 

Perceived usefulness is defined as the degree to which an individual believes that using a particular system 

enhances job performance (Davis, 1989). The adoption of digital technologies provides multidimensional 

benefits for organizations. Firms increasingly leverage digital tools to achieve competitive advantage, improve 

operational efficiency, streamline business processes, enhance communication effectiveness, reduce marketing 

costs, increase productivity, accelerate revenue growth, and expand into global markets (Goi et al., 2023). Prior 

studies consistently demonstrate that digital adoption improves operational efficiency and effectiveness. For 

instance, the use of financial technology applications and digital marketing platforms among small and medium-

sized enterprises has been shown to reduce operational time and costs while improving customer service quality 

(Saleh et al., 2025). Similarly, the implementation of enterprise resource planning and supply chain management 

systems enhances financial performance (Fauzi, 2021). Digital twin technologies applied in product design 

enable large-scale customer data analysis, facilitating faster product development cycles and reducing both time 

and cost (Lo et al., 2021). In addition, customer relationship management systems contribute to increased 
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customer loyalty (Khan et al., 2020). Collectively, these findings suggest that when organizations perceive 

digital technologies as useful, they are more likely to adopt and integrate them into business processes. 

Firm Performance 

Firm performance, influenced by a combination of internal and external variables, is typically evaluated by 

the degree to which a company achieves its set strategic targets (Fauzi, 2021). Performance can be assessed 

using both qualitative and quantitative indicators (AlMulhim, 2021). Common performance measures include 

profitability and market value (Nwankpa & Datta, 2017). Within the context of digital transformation, 

performance indicators are generally categorized into financial and non-financial dimensions (Jongwanich & 

Kohpaiboon, 2024). Financial indicators include revenue growth, operating cost reduction (Kahrovic & 

Avdovic, 2023), net profit and operating profit (Nasiri et al., 2022), return on investment and market 

capitalization (Kang et al., 2022), as well as earnings and sales growth (AlMulhim, 2021). Non-financial 

indicators include market share, customer satisfaction, employee satisfaction, productivity, digital market 

expansion, platform utilization, and digital product development (AlMulhim, 2021; Kahrovic & Avdovic, 

2023). Operational outcomes such as cost efficiency, processing speed, and service quality represent key 

performance indicators (Saleh et al., 2025). Furthermore, outcomes from digital utilization may be classified 

into four dimensions: process efficiency, employee outcomes, customer outcomes, and financial value creation 

(Marcolivio & Wade, 2023).  

To contextualize the present study within the existing literature, Table 1 systematically compares the variables 

and principal findings of relevant prior research. 

 

Table 1 Previous research 

Authors Variable Results 

AlMulhim (2021) Digital transformation. 

Smart technology. 

Performance. 

Digital transformation encourages using smart 

technology. 

Smart technology enhances the positive relationship of 

digital transformation and performance. 

Bolodeoku et al. (2022) Perceived usefulness of technology. 

Employee satisfaction. 

Employee productivity. 

A higher level of perceived usefulness of technology 

contributes to improved employee satisfaction and 

productivity.  

Fauzi (2021) Using enterprise resource planning 

(ERP systems). 

Financial performance. 

Non-financial performance. 

Implementing an ERP system positively affects a 

firm’s financial and non-financial performance. 

 

Goi et al. (2023) Digital transformation. 

Digital investment. 

Strategic priorities. 

Operation efficiency. 

Competitiveness. 

The adoption of technology drives strategic 

transformation in organizational operations and 

resource management, thereby fostering sustainable 

competitive advantages. 

 

Jiang et al. (2025) Digital technology adoption. 

Enterprise investment efficiency. 

Digital technology adoption enhances enterprise 

investment efficiency.  

Jongwanich and Kohpaiboon 

(2024) 

ICT adoption. 

ICT depth. 

Financial performance; income, 

profits. 

ICT adoption positively impacts on financial 

performance. ICT depth more positive impacts on 

income than profits. 
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Table 1 (Cont.) 

Authors Variable Results 

Kahrovic and Avdovic (2023) Digital technology. 

Firm performance. 

The adoption of digital technology positively 

affects firm performance. 

Kang et al. (2022). Information security intellectual 

property. 

Firm performance. 

Information security intellectual property is positively 

related to firm performance in term of  

return on investment and market capitalization. 

Kashada et al. (2018) Perceived usefulness. 

Perceived of ease of use. 

User awareness. 

Information technology 

infrastructure. 

Top management support. 

Digital Learning Technology 

adoption (DLT). 

User awareness, perceived usefulness, 

and perceived ease of use had a positive significant 

indirect effect on successful 

adoption of the digital learning technology adoption 

through their impact on top management support. 

Information technology infrastructure showed a 

positive significant direct effect on 

the successful adoption of the DLT. 

Khan et al. (2020) Using customer relationship 

management. 

Company reputation. 

Customer loyalty. 

Customer relationship management such as 

communication, service and customer trust, and 

company reputation positively impact customer loyalty.  

Kong et al. (2015)  Information security activities. 

Service transaction stability. 

Organizational performance. 

An increasing of information security activities results 

higher service transaction stability and leading more 

organizational performance. 

Kongsumpao (2024) 

 

Perceive of usefulness. 

Perceive of ease. 

Perceive of risk. 

Operational efficiency. 

Perceive of usefulness, perceive of ease, and perceive 

of risk have positive impact on operational efficiency 

of electronic tax system in the revenue department of 

Thailand. 

Lo et al. (2021) Digital twin. 

Product design and development. 

Digital twin provides a real time information and in-

dept data that increase the efficient of design and 

developing product, production, and innovation. 

Moshi et al. (2024) Perceived usefulness. 

Perceived ease of use. 

Awareness. 

Big data adoption readiness. 

Awareness of big data is the main driver for perceived 

usefulness and perceived ease of use. Ease of use and 

usefulness are essential predictors of big data adoption 

readiness. Perceived usefulness is the core determinants 

of big data adoption readiness.  

Nwankpa and Datta 

(2017) 

Digital business Intensity.   

Performance. 

The digital business intensity has positive influence on 

performance. 

Nasiri et al. (2022) Digital orientation.  

Digital intensity.  

Digital maturity.  

Performance. 

The digital maturity which are the continuous 

improvement of technology encourage the positive 

relationship between the digital intensity and 

performance.  

Saleh et al. (2025) Digital technology adoption level 

(Digital payment, Fintech 

application, Digital marketing). 

Operational efficiency (Cost 

reduction, Time efficiency 

improvement, Customer service 

quality improvement). 

The level of digital technology adoption has a positive 

relationship with operational efficiency. 

Digital payment systems, fintech applications, and 

digital marketing positively affect operational 

efficiency. 
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Table 1 (Cont.) 

Authors Variable Results 

Sudaryanto et al. (2023) Perceived usefulness. 

Perceived ease of use. 

Digital competence. 

Technology readiness. 

Technology adoption. 

Perceived usefulness and perceived ease of use is 

positively relative technology adoption. Technology 

readiness and digital competence do not significantly 

affect technology adoption. 

Tewamba et al. (2019). Information security management 

system. 

IT capability. 

Firm Performance 

Information security management system has positively 

effects on performance. 

Information security management system has positively 

impact on performance through IT capability.  

 

Research Model  

Based on the preceding literature review, the conceptual framework guiding this study is presented in Fig. 1. 

The model proposes that Information Security Management (ISM) and Digital Intensity (DI) influence Firm 

Performance (FP), while Perceived Digital Usefulness (PDU) affects Digital Intensity 

 

Figure 1 Research Model 

 

Hypotheses Development 

Information Security Management and Firm Performance 

The adoption of digital technologies and the storage of information as a strategic organizational resource 

increase exposure to data security risks, particularly concerning financial data and stakeholder information. 

Effective information security management is therefore essential for mitigating cyber threats and preventing 

negative impacts on firm performance. Well-implemented ISM enhances business continuity, strengthens 

stakeholder trust, reduces potential financial losses, and ultimately improves organizational performance. From a 

Resource-Based View perspective, ISM can be conceptualized as an intangible strategic capability that functions 

as a valuable organizational resource enhancing firm performance. Empirical evidence supports this view. For 

instance, Kong et al. (2015) found that effective ISM improves service transaction stability and enhances firm 

performance. Likewise, Kang et al. (2022) demonstrated that protecting intellectual property through 

information security practices positively influences organizational performance. Accordingly, the following 

hypothesis is proposed: 

Hypothesis 1: Information security management positively influences firm performance. 

 

Perceived Digital Usefulness 

(PDU) 
Digital Intensity (DI) 

Firm Performance (FP) 

Information Security 

Management (ISM) 
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Digital Intensity and Firm Performance 

The implementation of digital technologies across business operations enhances efficiency by reducing costs, 

shortening processing time, improving responsiveness, and increasing customer satisfaction, thereby contributing 

to superior firm performance. Previous research consistently shows that digital adoption improves organizational 

efficiency and employee satisfaction (Goi et al., 2023). Empirical evidence suggests that the integration of 

smart technologies serves as a critical driver for enhancing firm performance (AlMulhim, 2021). In addition, 

the use of social networks, robotics, cloud computing, and artificial intelligence contributes to improved financial 

outcomes and operational efficiency (Kahrovic & Avdovic, 2023). Empirical evidence further indicates that 

higher levels of digital intensity directly enhance firm performance (Nwankpa & Datta, 2017), and that this 

positive effect is strengthened when organizations continuously upgrade digital capabilities (Nasiri et al., 2022). 

Moreover, enterprise resource planning implementation has been shown to improve both financial and non-

financial performance outcomes (Fauzi, 2021). Therefore, the following hypothesis is proposed: 

Hypothesis 2: Digital intensity positively influences firm performance. 

Perceived Digital Usefulness and Digital Intensity 

The adoption of digital technologies depends not only on infrastructure readiness but also on users’ perceptions 

of their usefulness. According to the Technology Acceptance Model, performance expectancy—defined as the 

belief that technology use enhances job performance—is a key determinant of both intentions to use and actual 

technology usage behavior (Venkatesh et al., 2003). Prior research indicates that perceived usefulness positively 

influences the adoption of digital learning technologies, particularly when supported by top management 

(Kashada et al., 2018). Similarly, studies in accounting education show that perceived usefulness increases 

adoption of artificial intelligence tools (Sudaryanto et al., 2023). Evidence from public sector auditing further 

demonstrates that perceived usefulness drives readiness to adopt big data technologies (Moshi et al., 2024). 

These findings suggest that perceived usefulness plays a pivotal role in facilitating digital adoption. Therefore, 

the following hypothesis is proposed: 

Hypothesis 3: Perceived digital usefulness positively influences digital intensity. 

 

Materials and Methods 

 

Population and samples 

The population of this study comprised firms across multiple industries listed on the Stock Exchange of 

Thailand (SET). Listed firms were selected because they are typically medium- to large-sized enterprises with 

substantial capacity to invest in digital technologies and because they represent diverse industry sectors, thereby 

supporting broader inference within the listed-firm context. The population frame was obtained from the official 

SET registry, which listed 913 firms at the time of sampling. The required sample size was determined using 

Cochran’s (1977) formula for continuous data:  n = (Z
2
α S

2
)/e

2
(Cochran, 1977). A 95% confidence level 

was adopted (Z = 1.96). Following common practice in survey planning, the variance parameter was expected 

as S
2
=2, and the expected mean was set at 2 for precision planning. The acceptable margin of error was defined 

as 5% of the assumed mean, yielding e=0.10. Substituting these parameters produced a required sample size of 

n = (1.96)
2
(2)/(0.10)

2
 = 768. Accordingly, 768 firms were selected for data collection. A probability 
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sampling approach was applied using simple random sampling with a random number table. Questionnaires were 

distributed to all sampled firms.  

Data collection 

A structured questionnaire was employed as the primary data collection instrument. The designated key 

informants were directors or managers of information technology (IT) departments. A single-informant research 

design, in which IT directors or senior IT managers served as organizational representatives, was adopted to 

obtain firm-level measures of Information Security Management (ISM), Digital Intensity (DI), and Firm 

Performance (FP). This approach is justified by the strategic role of chief information officers and senior IT 

executives—referred to in this study as IT directors—who are responsible for aligning digital initiatives with 

organizational objectives, ensuring compliance requirements, and creating value through technology-enabled 

transformation. These executives typically participate in strategic planning, lead cross-functional coordination, 

and oversee technology investment decisions. Moreover, by engaging in board-level discussions, they help direct 

the governance processes that drive strategic development and stakeholder-focused value delivery (Aguilar 

Alonso et al., 2009). Given their involvement in strategy and reporting, IT leaders possess the holistic insight 

required to assess digital security governance and implementation outcomes. They are thus ideally situated to 

offer informed perspectives on firm-level digital performance. A total of 768 questionnaires were distributed 

via postal mail. Data collection was conducted over two months from April to May 2024. In total, 191 

questionnaires were returned and verified as complete and usable for analysis, resulting in a response rate of 

24.87%. 

Measurement 

All constructs were measured using a five-point Likert-type scale, where 1 indicates the lowest level, and 

5 indicates the highest level of agreement or extent. Measurement items were adapted from prior studies and 

refined to fit the Thai business context. Table 2 presents the operational definitions and measurement indicators 

for each variable. 

 

Table 2 Operational definition and measurement 

Variable Operational definition Measurement indicators Reference 

Perceived Digital 

Usefulness  

Organization perceives the 

efficiency and effectiveness 

of business activities derived 

from the utilization of digital 

technology contribute to 

enhancing organizational 

success. 

Improve decision-making, improve 

collaboration and communication, real-time 

tracking.  

Improve data accessibility from anywhere 

and at any time.  

Automate tasks and processes.  

Minimize human error.  

Better understand of customer requirement, 

more direct interfaces with customers, 

Increased productivity. 

Garg et al. (2024) 

Digital Intensity The degree of technological 

investment and the diversity 

of digital adoption within 

organizational processes. 

The investment in hardware and software. 

The expenses of technology services and 

supplies. 

Number of technological in business process. 

Calvino et al. 

(2018); European 

Union (2022) 
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Table 2 (Cont.) 

Variable Operational definition Measurement indicators Reference 

  Automation systems facilitate 

interdepartmental integration within 

organizations. 

Automated information exchange and linkage 

with business partners. 

Number of information technology 

professional. 

 

Information Security  

Management 

Protecting sensitive data and 

information systems from 

internal and external threats. 

Access control by investigated right 

accessing network. 

Permission level of accessing information 

system. 

Installation of updated security software. 

Password standard form is strong and unique 

for high security. 

National Institute of 

Standards and 

Technology (2020) 

Firm Performance An achievement of firm 

objectives and goal both 

financial and non-financial. 

 

 

 

Efficient business processes: reduce time, 

cost, resource, and error; rapidly response to 

the problem; improved time to develop and 

launch a new product. 

Employee satisfaction: flexible time and 

workplace. 

Customer satisfaction: increasing new 

customer; customer repurchased. 

Financial value added: total revenue 

increasing; online revenue increasing. 

Marcolivio and 

Wade (2023) 

 

Instrument Validity and Reliability 

Measurement quality was evaluated in terms of validity and reliability. Convergent validity was assessed 

using factor loadings to verify the extent to which indicators of each construct captured the same underlying 

concept. Factor loadings of 0.60 or higher indicate adequate convergent validity (Hair et al., 2010). Construct 

reliability was verified using Cronbach’s alpha to assess internal consistency. This measure ensured that items 

within each construct were homogeneous and consistently captured the intended underlying theoretical concepts. 

Cronbach’s alpha values exceeding 0.70 are generally considered acceptable, indicating satisfactory reliability 

(Hair et al., 2010). As reported in Table 3, all factor loadings met or exceeded 0.60, supporting convergent 

validity. Cronbach’s alpha values for all constructs were at least 0.70, indicating acceptable reliability. Overall, 

the instrument demonstrated adequate measurement quality for subsequent statistical analyses.  

 

Table 3 Validity and Reliability of Measurement 

Variables Number of Items KMO Factor loading Cronbach’s Alpha 

ISM 5 .81 .65 - .88 .83 

DI  6 .86 .76 - .88 .89 

PDU 5 .73 .68 - .76 .75 

FP 8 .78 .64 - .81 .78 
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Data Analysis Techniques 

Data analysis proceeded in several stages. First, Pearson correlation analysis was conducted to examine 

bivariate relationships among study variables. Second, regression analyses were performed to test the 

hypothesized relationships: ISM and DI predicting FP (H1–H2), and PDU predicting DI (H3). Third, 

hierarchical cluster analysis (Ward’s method) was used to classify firms into digital intensity groups. Finally, 

one-way ANOVA was conducted to compare firm performance across the identified digital intensity clusters, 

providing robustness checks for the DI–FP relationship. 

 

Results 

 

Data Screening and Assumption Testing 

The study employed Pearson correlation and regression analysis. From the 768 sampled firms, 191 responses 

were obtained (24.87%). Before regression analysis, the dataset was screened for outliers using box plots of 

residuals. Four outlying observations were detected and removed to reduce the risk of model distortion (Kutner 

et al., 2008), resulting in a final analytical sample of 187 observations for assumption testing and inferential 

analysis. Regression assumptions were assessed as follows. First, normality of residuals was examined using the 

Kolmogorov–Smirnov test, yielding a statistic of 0.065 with p > .5, indicating no evidence of  

non-normality (Vanichbuncha, 2010). Second, multicollinearity was evaluated using variance inflation factors 

(VIF). All VIF values were below 10, suggesting no serious multicollinearity (Hair et al., 2010). Third, 

homoscedasticity was assessed using the Brown–Forsythe test, which yielded a statistic of 0.068 with p > .5, 

supporting constant error variance (Kutner et al., 2008). Finally, linearity was evaluated by plotting residuals 

against predicted values, showing residual dispersion approximately parallel to the horizontal axis, consistent 

with linear relationships (Kutner et al., 2008). 

Correlation Analysis 

As shown in Table 4, ISM and DI were positively and significantly correlated with FP at the 0.01 level. In 

addition, PDU exhibited a positive and statistically significant correlation with DI at the 0.05 level. 

 

Table 4 Correlation analysis 

Variable ISM DI PDU FP 

ISM     

DI .123    

PDU .310** .149*   

FP .235** .576** .543**  

X̅ 4.48 2.92 4.22 3.71 

S.D. .55 .85 .52 .53 

* p < .05, ** p < .01 

 

Hypothesis Testing 

H1–H2: ISM and DI → Firm Performance. To test Hypotheses 1 and 2, firm performance was regressed 

on ISM and DI. 
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Table 5 The influence of Information Security Management and Digital Intensity on Firm Performance 

Dependent variable Unstandardized Coefficients Standardized Coefficients 

β 

t p-value 

b Std. Error 

Constant  1.967 .270 - 7.273 < .01 

ISM  .162 .058 0.166 2.801 < .05 

DI .348 .037 0.556 9.354 < .01 

Dependent variable: Firm performance 

R2 = .36, Adjust R2 = .353, Model sig. < .01  

  

The overall model was statistically significant (p < .01) and produced an adjusted R² of 0.353, indicating 

that ISM and DI jointly explain 35.3% of the variance in firm performance. This level of explanatory power is 

substantial for survey-based organizational research and suggests meaningful predictive relevance. 

As reported in Table 5, ISM had a positive unstandardized coefficient (b = 0.162, p < .05), Hypothesis 1 

is supported. DI also had a positive unstandardized coefficient (b = 0.348, p < .01), Hypothesis 2 is supported. 

In terms of relative effect strength, the standardized coefficients indicate that DI (β = 0.556) exerts a stronger 

positive influence on firm performance than ISM (β = 0.166). This pattern implies that deeper integration of 

digital technologies is a dominant driver of performance gains among Thai listed firms, while ISM provides an 

additional, statistically significant contribution. 

H3: Perceived Digital Usefulness → Digital Intensity. To test Hypothesis 3, digital intensity was regressed 

on perceived digital usefulness. 

 

Table 6 Relationship between Perceived Digital Usefulness and Digital Intensity 

Dependent variable Unstandardized Standardized Coefficients 

β 

t p-value 

b Std. Error 

Constant 1.890 .509 - 3.717 < .01 

PDU .245 .120 .149 2.047 < .05 

Dependent variable: Digital intensity 

R2 = .022, Adjust R2 = .017, Model sig. < .05 

 

The model was statistically significant (p < .05) and yielded R² = 0.022, indicating that PDU explains 2.2% 

of the variance in digital intensity. Although the explanatory power is modest, small R² values are common in 

social science research when behavioral or perceptual predictors are used and when outcomes are influenced by 

multiple unobserved factors (Helland, 1987; Ozili, 2022). Importantly, the objective of this analysis was to 

test whether PDU is a statistically meaningful predictor of DI, rather than to maximize predictive variance. 

As shown in Table 6, PDU had a positive unstandardized coefficient (b = 0.245, p < .05), indicating that 

higher perceived usefulness is associated with higher digital intensity. Therefore, Hypothesis 3 is supported. 

Additional Analysis: Cluster Analysis and ANOVA 

To provide further evidence for the DI–FP relationship and align additional analyses with the research 

objectives, cluster analysis and ANOVA were conducted.  
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Observations were classified into digital intensity groups using hierarchical cluster analysis (Ward’s method), 

based on the indicator “investment in equipment and software.” The 187 observations were classified into four 

groups representing distinct digital intensity levels, as shown in Table 7. 

Table 7 Digital intensity groups 

Digital intensity group Mean of Digital intensity Number of cases % 

High  4.29 17 9.09 

Middle-High  3.46 63 33.69 

Low-Middle  2.87 52 27.81 

Low  1.93 55 29.41 

Total  187 100 

 
Table 8 Result of One-way ANOVA analysis 

 Digital intensity group F-statistic p-value 

High  Middle-High   Low-Middle  Low    

FP 4.38 3.85 3.68 3.38 27.177 < .01 

  

A one-way ANOVA was performed to examine whether firm performance differs across these groups. The 

results indicate statistically significant differences in mean firm performance across the four digital intensity 

clusters (p < .01). Specifically, firms with high digital intensity exhibited the highest mean performance (M = 

4.38), followed by medium-high (M = 3.85), low-medium (M = 3.68), and low digital intensity (M = 

3.38). These results provide convergent support for the regression findings, strengthening confidence that higher 

digital intensity is associated with superior firm performance. 

 

Discussion 

 

The findings of this study both confirm and extend existing scholarship on digital transformation and firm 

performance. Consistent with prior empirical research, the results demonstrate that Information Security 

Management (ISM) significantly enhances organizational performance. This supports earlier findings by 

Tewamba et al. (2019) and Pigola et al. (2025), who showed that effective information security systems 

contribute to overall organizational outcomes through coordinated technical, human, and organizational 

mechanisms. Likewise, the present results corroborate Kang et al. (2022), who reported that intellectual 

property–related information security strengthens firm performance by safeguarding strategic assets and enabling 

value creation. Similarly, the positive relationship between Digital Intensity and firm performance aligns with 

studies indicating that deeper digital integration is associated with superior organizational outcomes (Nwankpa 

& Datta, 2017; Nasiri et al., 2022; AlMulhim, 2021; Fauzi, 2021). These studies collectively suggest that 

the adoption of digital technologies—such as ERP systems, data analytics, AI, cloud computing, and digital 

platforms—enhances operational efficiency, reduces costs, accelerates processes, and improves revenue 

generation. The present findings reinforce this perspective by demonstrating that digital technologies embedded 

in business processes yield performance benefits. However, beyond confirming prior research, this study extends 

the literature in several meaningful ways. Previous studies typically examined digital capability or information 

security independently, whereas this research integrates ISM and Digital Intensity within a single explanatory 
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framework. This unified modeling approach reveals their relative strategic influence and indicates that digital 

transformation outcomes are shaped not merely by technology adoption but by the interaction between 

technological intensity and ISM capability. The stronger standardized effect observed for Digital Intensity 

suggests that performance gains arise when digital technologies are systematically embedded across organizational 

functions rather than adopted in isolated or superficial ways. In addition, the study advances technology adoption 

research by empirically linking the perceived usefulness of digital technology to organizational-level outcomes 

through Digital Intensity. Earlier work grounded in technology acceptance theory primarily focused on individual 

behavioral intention or adoption readiness (Kashada et al., 2018; Moshi et al., 2024; Sudaryanto et al., 2023). 

By contrast, the present findings demonstrate a sequential mechanism in which perceived digital usefulness 

enhances digital intensity, which in turn improves firm performance. This progression broadens the explanatory 

scope of adoption theory from individual cognition to strategic organizational capability formation. 

 The findings must also be interpreted within the institutional and technological context of publicly listed firms 

in Thailand. Recently, Thailand has undergone rapid digital expansion supported by national digital economy 

initiatives, infrastructure investment, and increasing technological penetration across industries. Yet this rapid 

digitalization has also increased organizational exposure to cyber risks, including data breaches, ransomware 

attacks, and operational disruptions. Within such an environment, information security management becomes 

more than a technical safeguard—it functions as a strategic mechanism for managing cyber risk and preserving 

organizational legitimacy. Listed companies operate under stringent disclosure requirements, corporate 

governance standards, regulatory oversight, and stakeholder accountability expectations. Compliance with data 

protection and cybersecurity regulations places additional emphasis on structured information security practices. 

Under these conditions, firms that institutionalize ISM capabilities are better positioned to maintain investor 

confidence, safeguard intangible assets, and mitigate reputational risk. The empirical evidence from this study 

supports this interpretation by demonstrating that ISM directly contributes to performance outcomes. At the same 

time, the significant effect of Digital Intensity underscores the structural role of IT infrastructure maturity. Thai-

listed firms typically possess more advanced technological infrastructures than smaller enterprises, enabling them 

to deploy enterprise systems, analytics platforms, and digital service architectures. However, the findings indicate 

that technological availability alone does not guarantee a competitive advantage. Performance improvements 

occur when digital technologies are deeply integrated into organizational processes, decision-making systems, 

and strategic operations. Taken together, these results suggest that digital transformation in Thailand is not solely 

technology-driven but ISM-dependent. Organizations that synergize high digital intensity with robust security 

governance achieve superior performance, as this alignment allows for the efficient conversion of technological 

investments into sustainable strategic value. 

 This study makes several important contributions to theory. First, it advances digital transformation research 

by conceptualizing Information Security Management as a strategic organizational resource rather than merely an 

operational or compliance-oriented function. In line with the resource-based view (Barney, 1991), ISM can 

be interpreted as an intangible capability that enhances resilience, strengthens stakeholder trust, and enables firms 

to capture value from digital investments. This reconceptualization broadens the theoretical understanding of 

cybersecurity within organizational performance models. Second, the study extends technology adoption theory 

by demonstrating that digital awareness influences firm performance indirectly through Digital Intensity. By 

empirically validating the pathway from perceived usefulness to technological integration and ultimately to 
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performance outcomes, this research shifts the analytical focus from individual adoption behavior to  

organization-level strategic impact. Third, the research provides contextual enrichment to the digital 

transformation literature by offering empirical evidence from an emerging market setting in Thailand. Much prior 

work has been conducted in advanced economies with mature institutional environments. By examining Thai 

listed firms operating within evolving regulatory frameworks and heterogeneous technological conditions, this 

study highlights the importance of governance-oriented digital strategies in transitional economies. From a 

managerial standpoint, the findings indicate that executives should treat information security governance as an 

integral component of digital strategy rather than as a technical afterthought. Integrating ISM into strategic 

planning, risk management, and employee capability development can significantly enhance organizational 

performance. From a policy perspective, the results underscore the importance of strengthening national digital 

governance frameworks and cybersecurity standards to support sustainable digital transformation across 

industries. Overall, the evidence suggests that, within the context of Thai listed firms, investment in IT 

infrastructure alone is insufficient to generate sustained competitive advantage. Instead, superior performance 

emerges from the synergistic interaction between digital intensity, executive awareness of digital value, and 

robust information security governance. These findings position digital transformation as a strategic organizational 

capability shaped by both technological integration and institutional governance mechanisms. 

 
Conclusion and Suggestions 

 

 This study investigated the impact of Information Security Management and Digital Intensity on organizational 

performance, while further exploring the link between the perceived usefulness of digital technologies and the 

level of digital adoption among SET-listed companies. The analysis was based on questionnaire data obtained 

from 191 valid organizational respondents and evaluated using regression and ANOVA techniques. The findings 

underscore that effective digital transformation should be understood as a multidimensional strategic process that 

integrates technological capability, managerial cognition, and governance discipline to generate sustained 

organizational value. The study makes several contributions to the literature. It advances information security 

research by reframing ISM as a strategic organizational resource rather than merely a compliance-oriented 

function, highlighting its role in strengthening competitiveness, supporting long-term sustainability, and 

enhancing firm value. In addition, the research offers an integrative perspective that connects previously distinct 

streams of scholarship by simultaneously examining digital adoption, security management, and organizational 

performance within a unified analytical framework. This synthesis provides a more comprehensive understanding 

of how digital capabilities and governance practices jointly shape organizational outcomes in contemporary digital 

environments. 

This study should be interpreted in light of several design limitations. First, the sample is restricted to firms 

listed on the Stock Exchange of Thailand. Although listed companies offer an appropriate context for examining 

digital transformation and information security due to their formal governance structures and regulatory 

obligations, this sampling frame limits external validity. The findings may not generalize to small and  

medium-sized enterprises or privately held firms, which often differ in resources, technological capacity, and 

governance practices. Future studies should expand this scope to include a diverse array of industries, thereby 

enhancing the generalizability of the findings and providing a more granular understanding of how digital 
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capabilities drive performance across different sectors. Second, the study relied on a single-informant survey 

design using IT executives or equivalent senior technology managers as respondents. While such individuals 

possess relevant organizational knowledge, this approach may introduce informant bias and subjective 

interpretation. Subsequent studies could improve measurement robustness by employing multi-informant designs 

or integrating perceptual survey data with objective performance indicators. Finally, future research should expand 

the analytical scope by incorporating additional governance and performance dimensions. Examining the role of 

IT governance in shaping financial outcomes—such as return on technology investment, digital revenue intensity, 

and productivity gains—would provide deeper insight into how digital strategies translate into measurable 

economic value. Addressing these limitations would strengthen methodological rigor and advance a more nuanced 

and generalizable understanding of digital transformation, information security management, and organizational 

performance across diverse institutional contexts. 
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